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Scripting with Vehicle Spy and neoVI

Programming Intrepid hardware to perform certain tasks

Simulate ECU Prototype Network .

Gateway Traffic Data Logging  ECU Diagnostics
Filter Traffic

Automated Test Benches ECU Flashing
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Scripting #1: Function Blocks (PC)
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PC Running Vehicle Spy
with Function Blocks

Intrepid Hardware as —
Interface
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Scripting #2: CoreMini (HW Accelereation)
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PC Running Vehicle Spy
with Function Blocks
Intrepid Hardware running
Realtime CoreMini Script
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Scripting #2: CoreMini (HW Accelereation)

Key Benefits:

- Convenience to users
- No need to carry your laptop
- Better performance absent USB

communication overhead
- Excellent for ECU replacement
and data logging applications

Challenges:

- Security features

- Performance (in some cases)
- Code Space (but not really)
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Intrepid Hardware running
Realtime CoreMini Script
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Scripting #3: CoreMini + Embedded C

- CoreMini handles vehicle network
tasks

- Offload most, if not all of the
remaining scripting tasks to a
separate microprocessor

- CoreMini and embedded C
application co-exist and offer the
best of both worlds

- CoreMini and embedded C
application communicates securely
over high speed serial bus
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Intrepid Hardware running CoreMini
+ a dedicated microprocessor
running embedded C app
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Intrepid Security Module (ISM)

- Pre-compiled static C library (.a)

- Gives your embedded C application access to vehicle network data
- Construct and transmit messages in C code

- Get desired receive messages as C callback function

- CoreMini Application Signal API: Get/set application signals

- Device control API: change LED color, enable/disable power output, buzzer...
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neoVI FIRE2

neoOBD2 PRO

Vehicle Network 2x Open-Platform loT Security Applications;
Data Acquisition Application MCUs
In-vehicle Networks _
SW CAN Main CPU - Implement ECU security unlock
— CAN logic in C and program it in the
R CAN FD IntrepidCS ";'gh SIpBeed ISM chip
Vehicle Network enalBus - Prototype bus encryption /
LIN Drivers — .
< — Intrepid ISM Lib decryption
Ethernet CoreMini Engine VN data User C Code - Bus anomaly detection
> access via
Secure API
4 Simulation Applications:

- Build your own gateway
- Build your bench test in C
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*“ B ARM Cortex M JTAG/SWD Debugger

USB to PC (Vehicle Spy)

Developer
Interactions Developers are able to monitor the vehicle network traffic with Intrepid’s Vehicle

Spy Software while debugging loT application code at the same time
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neoOBD2 PRO

neoOBD2 PRO

Vehicle Network 2x Open-Platform loT
Data Acquisition Application MCUs

In-vehicle Networks AWS loT Core
SW CAN Main CPU CC3220SF SoC
el

nRF52832 SoC

CAN
i High Speed
IntrepidCS ' .
CAN FD Vehicle Network Serial Bus P Wi-Fi @i‘ ’i@
LIN Drivers —> >
FreefTos Secure VN Data
Ethernet CoreMini Engine VN dat? Intrepid ISM Lib transport via
access via MQTT o
User C Cod Q Wi-Fi
Secure API ser L Code

AWS Greengrass
Wi-Fi
Crypto Element BLE
ATECC608A
¥ v
|| USB to PC (Vehicle Spy)
Developer
Interactions Developers are able to monitor the vehicle network traffic with Intrepid’s Vehicle

Spy Software while debugging loT application code at the same time
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Developing with Embedded CCodelnterface
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© Codle manamEfon b De\{elop using Visual Studio P
Vspy CCIF » project generated by » Generated . |-n IS
Vehicle Spy programmed into the
ISM target automatically
ﬂ ©IAR Atmel studio 7 when you send CoreMini
SYSTEMS from CoreMini Console
Develop using ARM embedded (.bin must exist in the
. IDE of your choice CCIF project path)

Option 1. Use Visual Studio project
that is auto-generated by Vehicle Spy
for development (No debugging)

Use Vehicle Spy to
load any database
files needed and
select messages and
application signals to
use in your C code

Program the output
executable binary
into the target ISM
chip together with
CoreMini

Option 2. Use ARM IDE of your choice
with JTAG/SWD debugger for
debugging
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Demonstration

Building a simple embedded C Code Interface application
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Thank You!

Sales:
icssales@intrepidcs.com
+1 (586) 731-7950 x 2

Technical Support:
icssupport@intrepidcs.com
www.intrepidcs.com/support
+1 (586) 731-7950 x 1
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